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T1101 -  'ls' - Bash command 



Purpose

This tutorial provides a comprehensive guide on how to use the ls command for listing directory contents.



1. Introduction

The ls command is a basic utility for listing directory contents. It can be customized with various options to display 
detailed information, sort files differently, or show hidden files.



Note:

The syntax for the ls command is: ls [option] [file ...].



2. Basic Usage of ls Command

To list the contents of the current directory, simply run the following command without any options.




Example: List Current Directory Contents
Copy


ls




3. Long Listing Format

The -l option displays detailed information about each file and directory.




Example: Detailed List of Current Directory Contents
Copy


ls -l




4. Showing Hidden Files

The -a option lists all files, including those starting with a dot (.) which are hidden by default.




Example: List All Files Including Hidden Ones
Copy


ls -a




5. Sorting by Modification Time

The -t option sorts files based on modification time, with the most recently modified file listed first.




Example: Sort Files by Modification Time
Copy


ls -lt




6. Recursive Listing of Subdirectories

The -R option lists all files in the directory and its subdirectories.




Example: List All Files Recursively
Copy


ls -R






Key details

Options may be combined (for example, ls -lah). Names beginning with a dot are hidden only by convention; -a displays them. Human-readable sizes from -h are most useful with -l.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man ls












T1102 - 'cd' - Bash command



Purpose

This document provides a detailed guide on using the cd (change directory) command in bash.
It includes explanations, typical usage scenarios, and examples for various operations involving directories.




Typical Usage Scenarios

The 'cd' command is used to navigate through file system directories. Common use cases include switching to another directory within the current working directory or moving up a directory level.



1. Basic Syntax and Examples




Change Directory to Home
Copy


cd ~






Description

This command changes the current directory to your home directory.



2. Moving Up a Directory Level




Move up one level
Copy


cd ..






Description

This command moves the current directory up one level from its current position.



3. Changing Directory to a Specific Path




Change to Documents directory
Copy


cd /path/to/documents





4. Relative Paths and Subdirectories



Relative paths explanation

You can navigate to directories relative to the current location by using '.' for the current directory or '..' for parent directories.





Navigate to subdirectory from root
Copy


cd /etc/apache2/sites-available





5. Changing Directory with Tab Completion



Note:

Tab completion can significantly speed up navigation by auto-completing directory names.





Example: Use tab to complete directory name
Copy


cd /etc/a[TAB]
cd /etc/apache2/






Key details

cd is a Bash built-in, so it changes the current shell rather than launching a program. With no argument it goes to your home directory; cd - returns to the previous directory; paths containing spaces should be quoted.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man cd











T1103 - 'pwd' - Bash command



Purpose

This tutorial provides a comprehensive guide on how to use the pwd command for displaying the current working directory.



1. Introduction

The pwd command is a basic utility for displaying the current working directory path.



Note:

The syntax for the pwd command is: pwd [option].



2. Basic Usage of pwd Command

To display the current working directory, simply run the following command without any options.




Example: Display Current Working Directory
Copy


pwd




3. Using Absolute Path Option

The --absolute-path option forces the command to display the absolute path of the current working directory.




Example: Display Current Working Directory with Absolute Path
Copy


pwd --absolute-path




4. Using Physical Filesystem Option

The -P option displays the physical directory path, bypassing any symbolic links.




Example: Display Current Working Directory with Physical Path
Copy


pwd -P





Key details

Bash may preserve a logical path containing symbolic links. Use pwd -P to resolve links and print the physical path, or pwd -L for the logical path.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man pwd











T1104-'cp'- Bash command



Purpose

This tutorial provides a comprehensive guide on how to use the cp command for copying files and directories.



1. Introduction

The cp command is a basic utility for copying files and directories from one location to another on Unix-like operating 
systems.


2. Basic Usage of cp Command


Note:

The syntax for the cp command is: cp [option] source destination.





Example: Copying a File to Another Location
Copy


cp /path/to/source/file /path/to/destination/file




3. Copying Directories with cp Command


Note:

To copy directories, the -r or -R option must be used.





Example: Recursively Copy a Directory and Its Contents
Copy


cp -r /path/to/source/directory /path/to/destination/folder




4. Overwriting Files with cp Command


Note:

To overwrite files without confirmation, use the -f option.





Example: Force Copy and Overwrite a File
Copy


cp -f /path/to/source/file /path/to/destination/file




5. Preserving Attributes with cp Command


Note:

To preserve attributes such as timestamps and permissions, use the -p option.





Example: Preserve File Attributes During Copying
Copy


cp -p /path/to/source/file /path/to/destination/file




Conclusion

This tutorial has provided an overview of the cp command, including how to copy files and directories with various options. 
For more advanced usage, refer to the manual pages for additional options.




Key details

By default, copying a file onto an existing file can replace it. Use -i to ask before overwriting, -n to avoid overwrites, and -a when recursively copying while preserving metadata and links.











T1105-'mv'-Bash command



Purpose

The mv command is used to move or rename files and directories in Unix/Linux-based systems.
It's a fundamental part of file management, allowing you to efficiently reorganize your filesystem.




Typical Usage Scenarios

This section outlines the most common ways mv is used:

	Moving files and directories between directories.

	Renaming files and directories.

	Deleting empty directories (with a flag).






1. Basic Usage of mv




Moving a file from one directory to another
Copy


$ mv /path/to/source/file.txt /path/to/destination/directory/






Note: The mv command can overwrite files without warning if the destination file already exists. Be cautious!



2. Renaming a File or Directory




Rename  to 
Copy


$ mv file.txt new-file.txt





3. Moving Multiple Files at Once




Moving multiple files using a wildcard pattern
Copy


$ mv *.txt /path/to/destination/directory/





4. Moving Directories and Their Contents



Note: To move a directory along with its contents, use -T flag to prevent creating a subdirectory.




Moving a directory without creating additional directories
Copy


$ mv -T /path/to/source-directory/ /path/to/new-parent-directory/





5. Deleting an Empty Directory (rmdir Equivalent)



Note: Use the -f flag to delete empty directories, which is similar to using the rmdir command.




Delete an empty directory
Copy


$ mv -f /path/to/empty-directory/





Conclusion


The mv command is essential for file and directory management in Unix/Linux systems. Understanding its capabilities, such as renaming files, moving directories with their contents intact, or even acting like the rmdir tool under certain conditions, can greatly enhance your efficiency.




Key details

mv both moves and renames items. A move within one filesystem is usually atomic; moving across filesystems becomes a copy followed by removal. Use -i before potentially overwriting a destination.











T1106-'rm'-Bash command



Purpose

This document provides a detailed explanation and examples of the Bash command 'rm'.
It is designed to help users understand how to safely delete files and directories.




Typical Usage Scenarios

Describes common uses for the rm command including removing single or multiple files, and deleting directories with forceful options.



1. Introduction to 'rm'

The rm command is a fundamental tool in the Unix/Linux shell used to remove (delete) files from a file system.



Syntax

The basic syntax of the rm command:
$ rm [options] file...




2. Basic Usage Examples




Delete a single file
Copy


$ rm filename.txt




3. Forceful Deletion of Files and Directories



Warning

Using the -f option forces the removal of files or directories without prompting for confirmation.
Be extremely careful with this option, as it bypasses all warnings.





Delete a directory forcefully (without prompts)
Copy


$ rm -rf foldername/




4. Deletion of Multiple Files and Directories at Once




Delete multiple files in a directory
Copy


$ rm file1.txt file2.txt




5. Recursively Remove Directories and Files



Note

The -r option is used for recursive deletion of directories.
This command will delete all files within the directory as well as subdirectories and their contents.
Be cautious when using this option with wildcards or directory names.





Delete a directory recursively (with prompts)
Copy


$ rm -r foldername/




Conclusion


The rm command in bash is a powerful tool for managing files and directories.
Understanding its options can help you efficiently organize your system while minimizing the risk of accidental data loss.




Key details

rm does not normally use a desktop Trash and recovery may be impossible. Check the expanded path before using -r or wildcards. Prefer -I for one safeguard prompt during large recursive removals.











T1107 - 'mkdir' - Bash command



Purpose

This document provides a comprehensive guide on how to use the mkdir command in bash, including examples and explanations.




Typical Usage Scenarios

Creating new directories for organizing files and folders; managing project structures.



1. Introduction to mkdir

The mkdir command is used to create one or more directories in the Linux/Unix file system.




Create a directory named 'my_folder'
Copy


mkdir my_folder




2. Creating Multiple Directories at Once

With mkdir, you can create multiple directories simultaneously by listing them separated by spaces.




Create 'folder1', 'folder2' and 'folder3'
Copy


mkdir folder1 folder2 folder3




3. Creating Parent Directories as Needed

Use the -p option to create parent directories necessary for creating a directory.




Create 'nested_folder/parent_folder'
Copy


mkdir -p nested_folder/parent_folder




4. Checking if Directory Already Exists Before Creation

To prevent overwriting existing directories, use the -m option to set permissions before creation.




Create 'test_folder' with 755 permission
Copy


mkdir -m 0755 test_folder





Key details

mkdir -p creates missing parent directories and does not report an error when the target already exists. Permissions are affected by the current umask, even when -m is supplied.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man mkdir











T1108 - 'touch' - Bash command




Purpose

This document provides a comprehensive guide on the usage of the 'touch' command in Bash for creating and modifying timestamps of files.





Typical Usage Scenarios

The touch command is used to create new empty files or update the access and modification times of existing files. It's commonly utilized in scripts for managing file timestamps.



1. Creating a New File with 'touch'



Creating an empty file named "example.txt"
Copy


touch example.txt




2. Updating the Timestamp of an Existing File


The 'touch' command can be used to change the timestamps on existing files without altering their contents.




Updating the timestamp of "file.txt"
Copy


touch file.txt




3. Using 'touch' with Multiple Files


Note: You can specify multiple files in a single touch command.




Updating timestamps of "file1.txt" and "file2.txt"
Copy


touch file1.txt file2.txt




4. Specifying Timestamps with 'touch'


Note: The '-t' option allows you to set a specific timestamp.




Sets the modification time of "file.txt" to March 15, 2023, at 14:30
Copy


touch -t 202303151430 file.txt





Key details

touch creates an empty file only when the path does not exist. Otherwise it updates access and modification times without changing file contents; use -c to avoid creating a missing file.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man touch











T1109 – 'tree' - Bash command



Purpose
Display folder structure as a visual tree.





Before you start

  	tree may not be installed






Install tree
Copy


sudo apt install tree






Basic use




Show current folder
Copy


tree




Specific directory




Show folder structure
Copy


tree /var/www/html




Limit depth




Limit levels
Copy


tree -L 2




Directories only




Show folders only
Copy


tree -d




Include hidden files




Include hidden
Copy


tree -a




Save output




Save to file
Copy


tree > structure.txt




Best quick view




Clean overview
Copy


tree -L 2 -d





What to watch

  	Large folders = huge output

  	Always use -L if unsure







Result
.
├── css
├── images
├── index.xhtml
└── scripts


Clear visual map of your project.






Key details

tree is not installed by default on every distribution. -a includes hidden entries, -L N limits depth, and -d displays directories only.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man tree








T1110 - find command

Purpose
Finding files and directories with practical, safe examples.

1. Introduction
find is commonly used for finding files and directories.

2. Syntax
General form
find [starting-point] [tests] [actions]

3. Find a file by name

Search from the current directory; name matching is case-sensitive.

Find a file by nameCopy
find . -name "report.txt"

4. Find files ignoring case

Limit results to regular files and match the name without case sensitivity.

Find files ignoring caseCopy
find ~/Documents -type f -iname "*.pdf"

5. Find recently modified files

Show regular files modified within the last seven 24-hour periods.

Find recently modified filesCopy
find . -type f -mtime -7

6. Safely act on matches

Print each matching temporary file before deleting it; test without -delete first.

Safely act on matchesCopy
find . -type f -name "*.tmp" -print -delete


Key details
Quote wildcard patterns so Bash does not expand them before find sees them. Expression order matters, and destructive actions such as -delete should be tested first with -print.

These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:


Manual pageCopy
man find




T1111 - ln command

Purpose
Creating hard and symbolic links with practical, safe examples.

1. Introduction
ln is commonly used for creating hard and symbolic links.

2. Syntax
General form
ln [options] target [link-name]

3. Create a symbolic link

Create a path that refers to another path; relative targets are resolved from the link location.

Create a symbolic linkCopy
ln -s /opt/app/current app-current

4. Create a hard link

Create another directory entry for the same file data.

Create a hard linkCopy
ln report.txt report-copy.txt

5. Replace an existing symbolic link

Update a symlink non-interactively; confirm the destination carefully.

Replace an existing symbolic linkCopy
ln -sfn /opt/app/v2 app-current


Key details
A symbolic link can cross filesystems and can point to a directory, but it may become broken if its target moves. A hard link normally cannot cross filesystems or refer to a directory; deleting one hard-link name does not remove the data while another remains.

These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:


Manual pageCopy
man ln




T1112 - file command

Purpose
Identifying file types with practical, safe examples.

1. Introduction
file is commonly used for identifying file types.

2. Syntax
General form
file [options] path...

3. Identify one file

Inspect content and metadata rather than relying only on the filename extension.

Identify one fileCopy
file download

4. Inspect several files

Report a type for each non-hidden item expanded by the shell.

Inspect several filesCopy
file *

5. Show MIME information

Print a MIME type useful to scripts and web tooling.

Show MIME informationCopy
file --mime-type image.png


Key details
Results are educated identifications based on “magic” signatures, metadata, and content. They are not a security guarantee; treat files from untrusted sources cautiously even when the reported type looks harmless.

These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:


Manual pageCopy
man file




T1113 - stat
Purpose
Display detailed file or filesystem metadata.
1. Introduction
stat is commonly used to display detailed file or filesystem metadata.
2. Syntax
General form
stat [options] file...
3. Inspect a file
Inspect a fileCopy
stat report.txt

4. Select useful fields
Select useful fieldsCopy
stat -c "%n %s bytes %a" report.txt

5. Inspect a filesystem
Inspect a filesystemCopy
stat -f .

Key details
File timestamps have distinct meanings: modification is content change, status change is metadata change, and access is last read when the filesystem records it. GNU and BSD formatting options differ.
For complete details, consult the relevant help:

HelpCopy
man stat



T1114 - realpath
Purpose
Resolve an absolute, normalized path.
1. Introduction
realpath is commonly used to resolve an absolute, normalized path.
2. Syntax
General form
realpath [options] path...
3. Resolve a path
Resolve a pathCopy
realpath ../project/file.txt

4. Resolve a symbolic link
Resolve a symbolic linkCopy
realpath current

5. Allow a missing final component
Allow a missing final componentCopy
realpath -m output/new-file

Key details
realpath removes . and .. components and normally resolves symbolic links. The resulting physical path may differ from the logical path shown by the shell.
For complete details, consult the relevant help:

HelpCopy
man realpath







T1201 - 'cat' - Bash command




Purpose

The 'cat' command is used for concatenating and displaying files in the terminal.
It can also be used to create, display, concatenate or append text to files.





Typical Usage Scenarios

Describe common use cases such as viewing file contents, concatenating multiple files, and creating a new file with initial content.



1. Basic Command Usage



Display the Contents of a File
Copy


cat filename.txt




2. Concatenating Files


Explanation

Use the 'cat' command to combine contents of multiple files into a single output.




Merge Two Text Files
Copy


cat file1.txt file2.txt > combined.txt




3. Creating and Writing to Files


Warning

Be cautious when using 'cat' for writing files as it will overwrite the contents if the file already exists.




Create a New Text File with Initial Content
Copy


cat > newfile.txt
This is the initial content.
Press Ctrl+D to finish editing.





Key details

cat is best for short files and pipelines; use less for long output. -n numbers all lines, while -b numbers only nonblank lines.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man cat












T1202 - 'less' - Bash command



Purpose

This document provides an in-depth guide to using the less command effectively within a Bash terminal.




Typical Usage Scenarios

The 'less' utility is commonly used for browsing large files, viewing man pages, and searching through logs without modifying the original file or consuming excessive memory.



1. Basic Usage of less Command



Open a text file using less
Copy


less filename.txt




2. Navigation and Movement in less


Navigation Basics

Use arrow keys to navigate through the file, or Page Up/Page Down for quicker movement.





Jump to line 100 in a file
Copy


less +100 filename.txt




3. Searching within less


Search Functionality

Utilize the forward slash / to search for patterns, and press 'n' to find next occurrence.





Search for pattern in less output
Copy


/pattern




4. Options and Customization of less


Customizing less Behavior

Modify behavior with options like -N, which displays line numbers, or use -R to show color in ANSI escape sequences.





Show line numbers while browsing a file
Copy


less -N filename.txt





Key details

Useful keys include Space/Page Down, b/Page Up, /pattern to search forward, n for the next match, and q to quit. Unlike an editor, less does not alter the file.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man less












T1203 - 'head' - Bash command



Purpose

The head command in Bash is used to display the first few lines of a file or piped data.




Typical Usage Scenarios

Use head when you want to preview the beginning of large files without opening them manually. Commonly combined with other commands like less, grep, or redirection.



1. Basic Usage



Display the first 10 lines of a file
Copy


head filename.txt




2. Specifying Number of Lines



Display the first 15 lines of a file
Copy


head -n 15 filename.txt




3. Combining with Pipes



Display the first 5 lines of piped data
Copy


command | head -n 5




4. Practical Example


Description

When working with log files, you may want to check the last few lines for recent activity without scrolling through a long file.




Display the first 10 entries of an Apache access log
Copy


head -n 10 /var/log/apache2/access.log





Key details

The default is ten lines. Use -n 20 for twenty lines or -c 100 for one hundred bytes. With multiple files, headings identify each input.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man head











T1204 - 'tail' - Bash command



Purpose

This document provides a detailed guide on how to use the tail command in bash, including common scenarios and examples.




Typical Usage Scenarios

The tail command is often used for viewing the last few lines of a file or watching real-time changes to a log file. It's also useful in scripts that need to track and process new data appended to files.



1. Basic Usage of tail

The simplest use case for the tail command is displaying the last 10 lines of a file.




Show last 10 lines of a file
Copy


tail /path/to/file




2. Viewing Last N Lines

By default, tail shows the last 10 lines of a file, but you can specify any number.




Show last 5 lines of a file
Copy


tail -n 5 /path/to/file




3. Following Real-Time Changes to a File

The -f option allows you to follow the file as it grows, useful for watching logs.




Show real-time changes in a log file
Copy


tail -f /var/log/syslog




4. Combining With Other Commands

Combine tail with other commands like grep to filter and view specific log entries.




Show last 5 lines containing 'error'
Copy


tail -n 5 /path/to/log | grep error





Key details

tail -f follows the open file descriptor; after log rotation, tail -F is often preferable because it retries and follows the filename. Press Ctrl+C to stop following.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man tail












T1301 - 'grep' - Bash command



Purpose

The grep command is used to search for patterns within files or streams of text. It's a powerful tool for searching through 
logs, configuration files, and more.

	Search for specific words in a file.

	Filter lines based on pattern matching criteria.

	Combine with other commands using pipes for complex filtering.







Typical Usage Scenarios

grep is commonly used to:

	Search through log files for error messages.

	Find specific configuration settings in system files.

	Extract lines matching a pattern from large datasets.






1. Basic Usage of Grep



                        
                        
                                                
                                                  Search for a word in a file
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        grep "search_term" /path/to/file





2. Using Regular Expressions with Grep



                        
                        
                                                
                                                  Search for a pattern using regex
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        grep -E "regex_pattern" /path/to/file





3. Grep with Multiple Files



                        
                        
                                                
                                                  Search through multiple files
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        grep "search_term" /path/to/file1 /path/to/file2





4. Inverting Matches with Grep



                        
                        
                                                
                                                  Exclude matching lines
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        grep -v "search_term" /path/to/file





5. Contextual Lines with Grep



                        
                        
                                                
                                                  Show context around matches
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        grep -C 3 "search_term" /path/to/file





6. Case Insensitive Search with Grep



                        
                        
                                                
                                                  Ignore case distinctions
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        grep -i "search_term" /path/to/file





7. Counting Matches with Grep



                        
                        
                                                
                                                  Show the count of matching lines
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        grep -c "search_term" /path/to/file





8. Grep with Line Numbers



                        
                        
                                                
                                                  Display line numbers for matches
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        grep -n "search_term" /path/to/file





9. Grep with Quiet Mode



                        
                        
                                                
                                                  Show only filenames with matches
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        grep -l "search_term" /path/to/file





10. Grep with Files from a List



                        
                        
                                                
                                                  Search through files listed in another file
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        grep -l "search_term" /path/to/file_list







Key details

Quote patterns so the shell does not interpret metacharacters. Common options are -i (ignore case), -n (line numbers), -r (recursive), -F (literal strings), and -E (extended regular expressions).






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man grep












T1302 - 'sed' - Bash command





Purpose

This tutorial provides an introduction to the powerful text manipulation tool sed within Bash. It covers basic syntax and several practical examples.





Typical Usage Scenarios

Learn how to use sed for various text operations such as searching, replacing, inserting, deleting lines, and more.



1. Introduction to sed

sed is a stream editor that can perform basic text transformations on an input stream (a file or input from a pipeline) and send it to output.


2. Basic Syntax of sed

The basic syntax for sed command is as follows:




Basic sed Syntax
Copy


sed 'command' file




If you want to apply sed on a stream of text (standard input), you can use:



Sed on Standard Input
Copy


sed 'command' < file.txt | sed 'another-command'




3. Simple Search and Replace Operations

Replacing a text pattern in a file with another can be done using the s command:




Replace Text in File
Copy


sed 's/old-text/new-text/' file.txt




4. Using sed to Insert or Append Text

Use i for inserting text before a line and a for appending after:




Insert Before Line 30
Copy


sed '30i\This is inserted before line 30' file.txt






Append After Line 30
Copy


sed '30a\This is appended after line 30' file.txt




5. Deleting Lines Using sed

Deleting specific lines from a file can be done with:




Delete Line 10
Copy


sed '10d' file.txt






Key details

Without -i, sed writes transformed text to standard output and leaves the source unchanged. In-place editing is destructive; a suffix such as -i.bak keeps a backup on GNU sed.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man sed











T1303 - 'awk' - Bash command





Purpose

This tutorial explains how to use the awk command in Bash for data processing and text manipulation.





Typical Usage Scenarios

The awk command is typically used for searching, formatting, and manipulating text files. It can process input from standard input (stdin) or files.



1. Introduction to Awk Command




Basic Awk Usage
Copy


awk 'BEGIN {print "Hello, world!"}'




Awk starts processing from the beginning of a file or input stream and applies pattern-action rules.


2. Processing Patterns with Awk



Pattern-Action Rules

A typical awk command uses pattern-action rules where actions are performed only when the input matches a specified pattern.





Selecting Specific Fields
Copy


awk '{print $1}' filename.txt




This example prints the first field (column) of each line from filename.txt.


3. Using Variables in Awk



Variable Usage

Variables can be defined within awk to store and manipulate data.





Defining a Variable
Copy


awk 'BEGIN {x=5} {print x}' filename.txt




This example sets the variable x to 5 and prints its value for each line in filename.txt.


4. Advanced Awk Usage: Pattern Matching with Regular Expressions



Regular Expression Support

Awk supports regular expressions to define complex patterns.





Selecting Lines Based on Regex
Copy


awk '/^.*pattern.*/ {print $0}' filename.txt




This example matches lines that contain the word "pattern" and prints them.


5. Formatting Output with Awk



Output Formatting

Awk can be used to format output in a variety of ways, including column alignment.





Simplified Format Example
Copy


awk '{printf "%-10s %s\n", $1, $2}' filename.txt




This example prints fields $1 and $2 in a fixed-width format.






Key details

awk splits each record into fields: $1 is the first field and $0 is the whole line. Set a delimiter with -F; quote the program to protect dollar signs from Bash.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man awk




Summary

This tutorial covers the basics of using awk, from simple pattern matching to more advanced features like variable usage and regular expressions.



The awk command is a powerful tool for processing text-based data in Unix-like operating systems. Its flexibility allows it to be used in a variety of contexts, making it an essential part of any Bash user's toolkit.











T1304 - 'cut' - Bash command




Purpose

This document defines the exact structure required for all MFTR tutorial pages.
It ensures consistency, usability, and compatibility with Sigil and automated generation systems.





Typical Usage Scenarios

The 'cut' command is used to cut sections from each line of files or text. It's particularly useful for extracting specific columns of data.



1. Basic Syntax and Examples



Extracting fields based on delimiter
Copy


cut -d':' -f3 /etc/passwd




This command extracts the third field from each line of /etc/passwd using a colon as the delimiter.


2. Specifying Multiple Fields or Characters



Selecting multiple fields or characters
Copy


cut -d',' -f1,3 /path/to/file.csv




This command selects the first and third fields from a CSV file.



Explanation

The -f option with cut allows you to specify which fields or characters to extract.



3. Using Byte Counts Instead of Fields



Selecting based on byte count
Copy


cut -c 5-10 /path/to/file.txt




This command extracts characters 5 through 10 from each line of file.txt.



Note

The byte range can be specified using a hyphen, but you cannot mix fields and bytes in the same cut operation.



4. Advanced Usage: Combining with Other Commands



Combining 'cut' with 'grep'
Copy


grep '^#' /etc/fstab | cut -d'=' -f2




This command finds lines in /etc/fstab that start with a hash ('#'), and then cuts the second field from each of those lines.




Key details

cut selects positions rather than parsing quoted CSV. Use -d for a single-character delimiter and -f for fields; -c selects character positions.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man cut












T1305 - 'sort' - Bash command



Purpose

This document defines the exact structure required for all MFTR tutorial pages.
It ensures consistency, usability, and compatibility with Sigil and automated generation systems.




Typical Usage Scenarios

The sort command is commonly used to sort lines of text files, manipulate lists in scripts, or organize data for further processing. It can handle numerical sorting, case sensitivity, and more.



1. Basic Syntax




Basic sort command
Copy


sort filename.txt





This sorts the lines in filename.txt.


2. Numerical Sorting




Numerical sorting
Copy


sort -n numbers.txt





This sorts lines numerically. Useful for files with numerical data.


3. Reverse Sorting




Reverse sorting
Copy


sort -r filename.txt





This sorts the lines in reverse order.


4. Case Insensitivity




Case insensitive sorting
Copy


sort -f filename.txt





This sorts the lines ignoring case differences.


5. Sorting by Field




Sorting by specific fields (columns)
Copy


sort -k1,1 filename.txt





This sorts the file by the first field. You can specify different columns using -k flag.




Key details

sort uses the current locale, which can change ordering. Use LC_ALL=C sort for predictable byte order, -n for numbers, -h for human-readable sizes, and -u to keep one of equal lines.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man sort












T1306 - 'uniq' - Bash command




Purpose

This document defines the exact structure required for all MFTR tutorial pages.
It ensures consistency, usability, and compatibility with Sigil and automated generation systems.





Typical Usage Scenarios

The 'uniq' command is used to filter out repeated lines in a text file or stream. It processes one file at a time and produces output without duplicate lines, which can be crucial for data processing tasks.



1. What is uniq?


Description

The uniq command in Bash reads from standard input or a file and writes output to the standard output, removing any consecutive duplicate lines.



2. Basic Usage of uniq



Basic uniq command
Copy


uniq [file]




3. Adding Counts to Uniq Output


Note

The -c option adds a count of the number of times each line appears consecutively.





Show counts with uniq -c
Copy


uniq -c [file]




4. Ignoring Case Sensitivity in uniq


Note

The -i option can be used to ignore case differences when comparing lines.





Ignores case with uniq -i
Copy


uniq -i [file]





Key details

uniq detects only adjacent duplicate lines, so unsorted input commonly needs sort | uniq. Use -c to count runs and -d to show repeated lines.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man uniq












T1307 - 'wc' - Bash command




Purpose

This document defines the exact structure required for all MFTR tutorial pages.
It ensures consistency, usability, and compatibility with Sigil and automated generation systems.





Typical Usage Scenarios

The 'wc' (word count) command is often used to count lines, words, or bytes in files. It's also useful for getting quick statistics about file sizes and content.



1. Introduction to wc Command

The wc utility counts the number of lines, words, and bytes in text files or piped input.




Basic usage of wc command
Copy


wc filename.txt




2. Counting Lines, Words, and Bytes

Use options to count specific elements:




Count lines only
Copy


wc -l filename.txt






Count words only
Copy


wc -w filename.txt






Count bytes (characters) only
Copy


wc -c filename.txt




3. Using wc with Standard Input

The wc command also works with data piped from other commands.




Count lines, words and bytes of piped input
Copy


echo "This is a test line." | wc -lwc -wwc -c




4. Multiple Files with wc Command

The wc command can process multiple files at once.




Multifile count of lines, words and bytes
Copy


wc file1.txt file2.txt




5. Summary of wc Options and Usage

The wc command is a versatile tool for counting elements in files or piped data.




	-l: Count lines

	-w: Count words

	-c: Count characters (bytes)








Key details

wc reports lines, words, and bytes by default. -l counts newline characters, so a final unterminated line can make the result differ from the number of visible lines.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man wc











T1308 - 'tee' - Bash command



Purpose

The tee command takes input from standard input and sends it to two places at once:

	it displays the output on screen

	it writes the same output to a file



This makes it useful for logging command output without losing sight of what is happening.




Note:

By default, tee overwrites the target file. Use -a if you want to append instead.
Also remember that a filename such as output.txt is created in your current working directory unless you give a full path.



1. Basic tee Usage



        
                
                        Send command output to screen and file
                
                
                        Copy
                
        

        command | tee output.txt




This runs a command, shows its output on screen, and also saves the same output to output.txt.


2. Save a Directory Listing



        
                
                        Save ls output while still seeing it
                
                
                        Copy
                
        

        ls -lah | tee listing.txt




This is useful when you want a copy of the output for reference but do not want the terminal to go silent.


3. Append Instead of Overwrite



        
                
                        Append output to an existing file
                
                
                        Copy
                
        

        command | tee -a output.txt




The -a option means append. This adds new output to the end of the file instead of replacing what is already there.


4. Log a Long-Running Process



        
                
                        Save miner output to a log file
                
                
                        Copy
                
        

        ./xmrig | tee miner.log




This lets you watch the process live while also keeping a record in miner.log.


5. Write to a Specific Location



        
                
                        Write output to a chosen path
                
                
                        Copy
                
        

        command | tee /home/david/output.txt




This avoids the classic “where did the file go?” problem by giving tee an exact destination.


6. Use tee with sudo



        
                
                        Write to a protected file
                
                
                        Copy
                
        

        echo "test" | sudo tee /root/test.txt




This works where normal redirection like > may fail because the shell tries to write the file before sudo takes effect.


7. Combine tee with Other Commands



        
                
                        Save and search output at the same time
                
                
                        Copy
                
        

        journalctl -b | tee bootlog.txt | grep error




This keeps a full copy in bootlog.txt while still passing the output along the pipeline.


8. Check Your Current Directory First



        
                
                        Show current working directory
                
                
                        Copy
                
        

        pwd




If you use a plain filename like output.txt, this command tells you where the file will be created.




Key details

tee copies standard input to both standard output and files. It overwrites files by default; use -a to append. For privileged files, pipe into sudo tee file because shell redirection occurs before sudo.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man tee







T1309 - xargs command

Purpose
Building command arguments from input with practical, safe examples.

1. Introduction
xargs is commonly used for building command arguments from input.

2. Syntax
General form
xargs [options] command

3. Remove listed files safely

Use NUL separators so spaces and newlines in filenames are handled correctly.

Remove listed files safelyCopy
find . -type f -name "*.tmp" -print0 | xargs -0 rm

4. Run in batches

Pass one input item to each command invocation.

Run in batchesCopy
printf "%s\n" one two three | xargs -n 1 echo

5. Preview the generated command

Print each command to standard error before executing it.

Preview the generated commandCopy
printf "%s\n" a b | xargs -t echo


Key details
Whitespace-delimited input is unsafe for arbitrary filenames. Pair find -print0 with xargs -0. Many find jobs can instead use -exec ... +, which avoids the separator problem entirely.

These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:


Manual pageCopy
man xargs




T1310 - diff
Purpose
Compare files line by line.
1. Introduction
diff is commonly used to compare files line by line.
2. Syntax
General form
diff [options] file1 file2
3. Compare two files
Compare two filesCopy
diff old.conf new.conf

4. Produce unified output
Produce unified outputCopy
diff -u old.conf new.conf

5. Compare directories recursively
Compare directories recursivelyCopy
diff -ru old-dir/ new-dir/

Key details
Exit status 0 means no differences, 1 means differences were found, and values greater than 1 indicate an error. Unified output is designed for people and patch tools; binary files need specialized comparison tools.
For complete details, consult the relevant help:

HelpCopy
man diff







T1401 - 'chmod' - Bash command




Purpose

The 'chmod' command in bash is used to change the permissions (read, write, execute) of files and directories.





Typical Usage Scenarios

This section explains how and why one might use chmod in various situations.



1. Changing File Permissions



Basic Syntax for Setting User, Group, Others permissions to a file.
Copy


chmod u=rwx,g=rx,o=r filename.txt




2. Changing Directory Permissions Recursively


Note: Be cautious when changing permissions recursively as it can affect security.




Setting Execute Permission for User and Group on all files in a directory.
Copy


chmod -R u+x,g+x /path/to/directory




3. Changing Permissions with Octal Notation



Setting permissions using octal notation.
Copy


chmod 755 filename.txt




The above command sets the file's permissions to read, write, and execute for the user (owner) and allows group members and others to read and execute the file.




Key details

Symbolic modes such as u+x are often clearer than octal modes. For octal permissions, read the digits as owner, group, and others: 4 is read, 2 write, and 1 execute. Recursive changes can have broad consequences.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man chmod











T1402 - 'chown' - Bash command


The chown command in Bash is used to change the ownership of files and directories. This tutorial will guide you through 
using chown with examples.


1. Basic Usage of chown


Explanation

The basic syntax for changing file ownership is chown [OPTIONS] <OWNER> <FILE>.





Example: Change ownership of a single file
Copy


chown user /path/to/file




2. Changing Ownership of Multiple Files


Explanation

You can specify multiple files by listing them after the owner.





Example: Change ownership for two files at once
Copy


chown user /path/to/file1 /path/to/file2




3. Changing Ownership Recursively in a Directory


Explanation

To change ownership recursively for all files and subdirectories within a directory, use the -R flag.





Example: Recursively change ownership in /path/to/directory
Copy


chown -R user /path/to/directory




4. Changing Group Ownership with chown


Explanation

You can also change the group ownership of a file or directory by specifying both user and group.





Example: Change owner and group ownership of /path/to/file
Copy


chown user:group /path/to/file




5. Changing Ownership Using Numeric IDs


Explanation

Instead of specifying the username or groupname, you can use numeric IDs to change ownership.





Example: Change file ownership using user ID and group ID
Copy


chown 1000:3000 /path/to/file





Key details

Changing ownership usually requires administrator privileges. owner:group changes both fields; :group changes only the group. Be especially cautious with -R and symbolic links.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man chown







T1403 - sudo
Purpose
Run an authorized command as another user.
1. Introduction
sudo is commonly used to run an authorized command as another user.
2. Syntax
General form
sudo [options] command [arguments...]
3. Run an administrative command
Run an administrative commandCopy
sudo systemctl restart nginx

4. Open a root login shell
Open a root login shellCopy
sudo -i

5. List permitted commands
List permitted commandsCopy
sudo -l

Key details
sudo applies policy; it does not automatically mean unrestricted root access. Run only the specific command that needs privilege, review scripts before elevating them, and avoid using sudo merely to bypass ownership problems.
For complete details, consult the relevant help:

HelpCopy
man sudo



T1404 - id
Purpose
Show user and group identity information.
1. Introduction
id is commonly used to show user and group identity information.
2. Syntax
General form
id [options] [user]
3. Show your identity
Show your identityCopy
id

4. Show one user
Show one userCopy
id alice

5. Print only your numeric user ID
Print only your numeric user IDCopy
id -u

Key details
The output includes real/effective identity and supplementary groups where supported. Names are convenient for people, while numeric IDs are what filesystems and kernels store.
For complete details, consult the relevant help:

HelpCopy
man id







T1501 - 'ps' - Bash command





Purpose

This tutorial aims to provide a comprehensive guide on how to use the ps command in the Linux terminal. It covers basic usage, options, and common scenarios.





Typical Usage Scenarios

Using ps to monitor processes in real-time or gather information about running applications for troubleshooting purposes.



1. Basic Usage of the 'ps' Command




Example: List all process IDs (PIDs)
Copy


ps -p $$




2. Displaying Detailed Process Information



Description:

The -f option displays detailed information about processes in a full format, including user ID, process group ID, session ID, controlling terminal, cumulative CPU time, and the command.





Example: Display detailed process info for all processes
Copy


ps -ef




3. Filtering Processes by User or Name



Note:

Use the -u option to filter processes based on user and the -C option to list processes by command name.





Example: List all processes started by a specific user (e.g., 'user')
Copy


ps -u user






Example: List all processes with a specific name (e.g., 'bash')
Copy


ps -C bash




4. Monitoring Processes Over Time



Important:

Use the watch command in conjunction with ps to monitor processes at regular intervals.





Example: Monitor a process every 5 seconds
Copy


watch -n 5 ps -ef | grep specific_process_name





Key details

ps is a snapshot, not a continuously updating display. ps aux uses BSD-style options; ps -ef uses POSIX/Unix style. Avoid assuming every option style can be mixed portably.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man ps











T1502 - 'top' - Bash command



Purpose

This document provides a comprehensive guide to using the top command in Bash.
It includes usage scenarios, examples, and detailed explanations.




Typical Usage Scenarios

The top command is primarily used for monitoring system processes. Common use cases include:

	To view the current process list and monitor resource consumption.

	To quickly identify which processes are consuming most of CPU or memory resources.

	To terminate runaway processes that may be causing system instability.






1. Introduction to top command


The top command is a powerful tool for observing and managing the running processes of your Linux system in real-time. It provides a dynamic, continuously updating view of your system's current state.


2. Basic Usage




Basic top command usage
Copy


top




The default invocation of top shows a list of currently running processes, sorted by CPU usage.


3. Advanced Options




Display memory usage instead of CPU usage
Copy


top -o %MEM




This command will sort the processes by their memory consumption.




Limit number of displayed processes
Copy


top -n 10




This will display only the top 10 memory-consuming processes.


4. Interactive Commands Within Top


While in top, you can use a variety of interactive commands:



	k: Kill a process (requires confirmation).

	r: Renice a process to lower its priority.

	d: Change the refresh delay for updates.

	q: Quit top.

	m: Switch sorting from CPU usage to memory usage and vice versa.






Key details

Press q to quit, P to sort by CPU, M to sort by memory, and 1 to toggle per-CPU lines. Load average is runnable or uninterruptible work, not a CPU percentage.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man top











T1503 - 'free' - Bash command



Purpose

This document defines the exact structure required for all MFTR tutorial pages.
It ensures consistency, usability, and compatibility with Sigil and automated generation systems.




Typical Usage Scenarios

The 'free' command is used to display the amount of free and used memory in the system. It can be useful for monitoring system resources or troubleshooting performance issues.



1. Introduction to 'free'



Basic usage
Copy


free -m




The '-m' option displays the memory in megabytes.


2. Understanding Output



Output explanation

The command outputs several columns including total, used, free, shared, buffers/cache, and available.



The output shows the memory usage at a glance.


3. Using 'free' with Filters



Filtering by type
Copy


free -b




The '-b' option displays the memory in bytes.



Note: The 'free' command is useful for monitoring system resources but does not provide a comprehensive overview of all system states.



4. Advanced Usage with Options



Mixed options
Copy


free -mho




The '-o' option suppresses the display of buffers/cache.




Key details

Use free -h for readable units. On Linux, the available column is generally a better estimate of memory available to new applications than the free column because caches can be reclaimed.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man free













T1504 - 'df' - Bash command



Purpose

The df (disk free) command in Bash is used to report the amount of disk space used and available on file systems.




Typical Usage Scenarios

This section outlines typical scenarios for using the df command, such as checking disk usage before installation of new software or troubleshooting low disk space issues.



1. Basic Syntax and Options


  
    Bash Command: df -a
    Copy
  

  df -a




The option '-a' is used to display the information of all mounted file systems, including non-file system types.


2. Displaying Human-Readable Output


  
    Bash Command: df -h
    Copy
  

  df -h




The option '-h' is used to display sizes in a human-readable format (e.g., K, M, G).


3. Viewing File System Usage by Inodes


  
    Bash Command: df -i
    Copy
  

  df -i




The option '-i' is used to display the inode usage instead of block usage.


4. Displaying Information for a Specific File System


  
    Bash Command: df /path/to/mountpoint
    Copy
  

  df /path/to/mountpoint




By specifying a path or mount point, you can get detailed information about the file system mounted at that location.




Key details

df reports filesystem capacity, not the size of individual directories. df -h shows readable units and df -i checks inode usage, which can fill a filesystem even when bytes remain.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man ls












T1505 - 'du' - Bash command



Purpose

The 'du' command in Linux/Unix/Mac systems is used to estimate file space usage. It can be very useful for identifying large files or directories.




Typical Usage Scenarios

This section explains where the du command might typically be used:

  	To check disk usage in a directory and all its subdirectories.

  	To identify unusually large files or directories that may need to be removed or optimized.

  	To monitor the space usage of different projects, databases, or user data within an organization's filesystem.






1. Basic Usage Examples




Basic du command without options
Copy


du -sh /path/to/directory




This example shows how to display the total space used by a directory and its contents in human-readable format.



Explanation:

The '-s' option summarizes the disk usage for each specified file or directory, while the '-h' flag makes the output easier to read with sizes like KB, MB, GB.



2. Detailed Usage Examples




Detailed disk usage listing for a directory
Copy


du -a /path/to/directory | sort -n




This example provides a detailed list of all files and directories, sorted by their size in ascending order.



Note:

Sorting with 'sort' command can be slow for large datasets. Consider using other utilities like 'awk' or 'perl' to optimize this operation.



3. Combining du with Other Commands




Combining du and find to identify large files
Copy


find /path/to/directory -type f -exec du -ch {} + | grep total$




This example shows how to find all files in a directory and display their sizes, then output the grand total at the end.



Explanation:

The 'find' command locates files by various criteria. The '-exec' option runs the specified command on each file found. Using 'du -ch' with '+', it provides a cumulative size calculation.





Key details

du measures directory and file usage by walking the tree, so it can be slow. du -sh path gives one readable total; results can differ from df because they measure different things.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man du












T1506 - 'dmesg' - Bash command




Purpose

This document defines the exact structure required for all MFTR tutorial pages.
It ensures consistency, usability, and compatibility with Sigil and automated generation systems.





Typical Usage Scenarios

The 'dmesg' command is used to display kernel messages. It can be used for troubleshooting system issues or monitoring hardware interactions.



1. Introduction to dmesg Command


What is the dmesg Command?

The dmesg command in Linux allows you to view and manage kernel messages stored in a ring buffer. These messages are generated by the kernel, drivers, hardware devices, or system services during boot-up and while the system is running.



2. Basic Usage of dmesg Command



Display all messages in the kernel ring buffer
Copy


dmesg




3. Using dmesg for System Troubleshooting


Warning:

Running dmesg -k or without any options may output a very large amount of data, which can be overwhelming.





Display only kernel messages
Copy


dmesg -k




4. Filtering Messages with dmesg Command


How to filter messages?

To filter specific types of kernel messages, you can use the -T option for timestamp format and pipe the output to grep.





Filter messages by keyword 'eth'
Copy


dmesg | grep "eth"




5. Advanced dmesg Usage: Saving Messages to a File


Note:

Saving the output of dmesg can be useful for further analysis or troubleshooting.





Save dmesg output to file 'output.log'
Copy


dmesg > output.log






Key details

Reading the kernel ring buffer may require elevated privileges. Timestamps are commonly relative to boot; -T converts them to human-readable times but the conversion can be inaccurate after suspend or clock changes.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man dmesg







T1507 - kill command

Purpose
Sending signals to processes with practical, safe examples.

1. Introduction
kill is commonly used for sending signals to processes.

2. Syntax
General form
kill [signal] PID...

3. Request a clean termination

Send SIGTERM, allowing the process to clean up.

Request a clean terminationCopy
kill 1234

4. Send a named signal

Ask a supporting process to reload or reinitialize.

Send a named signalCopy
kill -HUP 1234

5. Force termination

Use SIGKILL only when graceful termination fails.

Force terminationCopy
kill -KILL 1234


Key details
Despite its name, kill sends signals. SIGTERM is the normal first choice; SIGKILL cannot be caught and prevents cleanup. Verify the PID and ownership with ps before signaling a process.

These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:


Manual pageCopy
man kill




T1508 - pgrep
Purpose
Find process ids using names and attributes.
1. Introduction
pgrep is commonly used to find process IDs using names and attributes.
2. Syntax
General form
pgrep [options] pattern
3. Find exact process names
Find exact process namesCopy
pgrep -x sshd

4. Show PID and command name
Show PID and command nameCopy
pgrep -a python

5. Find your own processes
Find your own processesCopy
pgrep -u "$USER" bash

Key details
Patterns are regular expressions unless constrained. Check matches with pgrep -a before passing PIDs to another command; process IDs can be reused after a process exits.
For complete details, consult the relevant help:

HelpCopy
man pgrep



T1509 - pkill
Purpose
Send a signal to processes selected by attributes.
1. Introduction
pkill is commonly used to send a signal to processes selected by attributes.
2. Syntax
General form
pkill [options] pattern
3. Request graceful termination
Request graceful terminationCopy
pkill -x myworker

4. Reload an exact process name
Reload an exact process nameCopy
pkill -HUP -x nginx

5. Signal your own matching processes
Signal your own matching processesCopy
pkill -u "$USER" -x sleep

Key details
pkill can affect multiple processes. Preview the same selection with pgrep, prefer an exact match with -x, and use SIGTERM before SIGKILL.
For complete details, consult the relevant help:

HelpCopy
man pkill



T1510 - uname
Purpose
Display kernel and machine information.
1. Introduction
uname is commonly used to display kernel and machine information.
2. Syntax
General form
uname [options]
3. Show kernel name
Show kernel nameCopy
uname

4. Show common system fields
Show common system fieldsCopy
uname -a

5. Show machine architecture
Show machine architectureCopy
uname -m

Key details
uname describes the running kernel and hardware interface, not necessarily the Linux distribution. Distribution information is commonly stored in /etc/os-release.
For complete details, consult the relevant help:

HelpCopy
man uname



T1511 - uptime
Purpose
Show running time and load averages.
1. Introduction
uptime is commonly used to show running time and load averages.
2. Syntax
General form
uptime [options]
3. Show uptime and load
Show uptime and loadCopy
uptime

4. Use a readable format
Use a readable formatCopy
uptime -p

5. Show boot time
Show boot timeCopy
uptime -s

Key details
The three load averages cover roughly 1, 5, and 15 minutes. They count runnable and uninterruptible tasks and should be interpreted relative to CPU capacity and workload.
For complete details, consult the relevant help:

HelpCopy
man uptime



T1512 - lsblk
Purpose
List block devices and their relationships.
1. Introduction
lsblk is commonly used to list block devices and their relationships.
2. Syntax
General form
lsblk [options] [device...]
3. Show devices and filesystems
Show devices and filesystemsCopy
lsblk -f

4. Select explicit columns
Select explicit columnsCopy
lsblk -o NAME,SIZE,TYPE,FSTYPE,MOUNTPOINTS

5. Return JSON
Return JSONCopy
lsblk -J

Key details
Confirm device names immediately before destructive storage operations because enumeration can change. lsblk reports block-device topology; it does not by itself guarantee that cached filesystem information is current.
For complete details, consult the relevant help:

HelpCopy
man lsblk



T1513 - mount
Purpose
Attach a filesystem to the directory tree.
1. Introduction
mount is commonly used to attach a filesystem to the directory tree.
2. Syntax
General form
mount [options] [device] [directory]
3. List current mounts
List current mountsCopy
mount

4. Mount a configured filesystem
Mount a configured filesystemCopy
sudo mount /mnt/data

5. Mount a device read-only
Mount a device read-onlyCopy
sudo mount -o ro /dev/sdb1 /mnt/test

Key details
Mounting usually requires privilege and an existing mount-point directory. Prefer stable UUID or label entries in /etc/fstab over changeable device names, and do not guess filesystem options.
For complete details, consult the relevant help:

HelpCopy
man mount



T1514 - umount
Purpose
Detach a mounted filesystem.
1. Introduction
umount is commonly used to detach a mounted filesystem.
2. Syntax
General form
umount [options] target
3. Unmount by directory
Unmount by directoryCopy
sudo umount /mnt/data

4. Unmount by device
Unmount by deviceCopy
sudo umount /dev/sdb1

5. Show processes using a busy mount
Show processes using a busy mountCopy
fuser -vm /mnt/data

Key details
The command is spelled umount. A busy filesystem should not be forced or lazily detached without understanding the consequences; stop users of the mount and flush outstanding work first.
For complete details, consult the relevant help:

HelpCopy
man umount








T1601 - 'ip' - Bash command




Purpose

This document provides a comprehensive guide to the Bash command 'ip', detailing its syntax and usage in various network-related tasks.





Typical Usage Scenarios

The 'ip' command is used for configuring and monitoring network interfaces, routes, rules, tunnels, and other IP-layer objects in Linux systems.



1. Basic Syntax of ip Command




Basic syntax to list all network interfaces
Copy


ip link show




2. Displaying Interface Information



To display information about a specific network interface, use the 'addr' subcommand with the device name.





Example: Show details of eth0 interface
Copy


ip addr show dev eth0




3. Setting Up IP Addresses



Note: Before setting up an IP address, ensure the interface is in an UP state using 'ip link set'.





Example: Adding a static IP address to eth0
Copy


sudo ip addr add 192.168.1.1/24 dev eth0




4. Managing Network Routes



The 'route' subcommand is used for managing the routing table.





Example: Add a route to 10.0.0.0/8 via eth0
Copy


sudo ip route add 10.0.0.0/8 via 192.168.1.1 dev eth0




5. Modifying Interface State



Warning: Be cautious when bringing interfaces up or down as it can affect network connectivity.





Example: Bring eth0 interface UP
Copy


sudo ip link set dev eth0 up






Key details

ip replaces many older ifconfig and route tasks. Changes made directly with it are usually temporary; persistent network configuration belongs in your distribution or network manager configuration.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man ip












T1602 - 'ping' - Bash command



Purpose

This document provides a detailed explanation and examples of the usage of the Bash command ping.





Typical Usage Scenarios

The ping command is commonly used to check network connectivity between two hosts. It sends echo requests (ICMP packets) and waits for responses, indicating whether a host can be reached over the internet or LAN.



1. Basic Usage of ping Command


  
    Ping a website to check connectivity.
    Copy
  

  ping www.example.com




2. Controlling the Number of Echo Requests Sent


Description:

Use the -c option to specify how many echo requests should be sent.



  
    Ping a website and limit the number of packets sent.
    Copy
  

  ping -c 4 www.example.com




3. Ping a Host by IP Address


  
    Ping an IP address to check network connectivity.
    Copy
  

  ping 8.8.8.8




4. Ping with a Specific Timeout Value


Description:

Use the -W option to specify the timeout value in seconds.



  
    Ping with a specific timeout.
    Copy
  

  ping -W 5 www.example.com






Key details

ping tests ICMP reachability and round-trip time, not whether a particular application works. Some hosts block ICMP, so failure is not proof that a host is down. Use -c 4 to stop after four probes.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man ping













T1603 - 'ssh' - Bash command




Purpose

This document defines the exact structure required for all MFTR tutorial pages.
It ensures consistency, usability, and compatibility with Sigil and automated generation systems.





Typical Usage Scenarios

Connect to remote servers, execute commands on a remote machine, secure data transfer between machines.



1. Connecting to a Remote Server

To establish an SSH session with a remote server, use the following syntax:


  
    Basic connection command
    Copy
  

  ssh username@hostname_or_ip_address




2. Specifying a Port Number

If the remote server uses a non-standard SSH port, specify it with:


  
    SSH command with specified port
    Copy
  

  ssh -p port_number username@hostname_or_ip_address




3. Forwarding Local Ports to a Remote Server

To forward local ports for services like SSH, use the following:


  
    Local port forwarding command
    Copy
  

  ssh -L local_port:remote_host:remote_port username@hostname_or_ip_address




4. Using SSH Keys for Authentication

For secure authentication, use a private key file:


  
    SSH command with key authentication
    Copy
  

  ssh -i path_to_private_key username@hostname_or_ip_address






Key details

The first connection asks you to verify the host key; confirm its fingerprint through a trusted channel. Public-key authentication is preferable to passwords. Host aliases and options can be stored in ~/.ssh/config.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man ssh













T1604 - 'scp' - Bash command



Purpose

The scp (secure copy) command is used to securely transfer files between a local machine and a remote server or between two 
remote servers. It uses SSH for data transfer, ensuring secure communication.

	Copy a file from the local machine to a remote server.

	Copy a file from a remote server to the local machine.

	Copy a file between two remote servers.







Note:

To use scp, you need SSH access and authentication (typically via password or public key).



1. Copy a File from Local Machine to Remote Server



        
                        
                
                        Transfer file "example.txt" to remote server /home/user/
                
                                                
                
                        Copy
                
        

                                        
        scp example.txt user@remote-server:/home/user/
        

        



2. Copy a File from Remote Server to Local Machine



        
                        
                
                        Download file "example.txt" from remote server
                
                                                
                
                        Copy
                
        

                                        
           scp user@remote-server:/home/user/example.txt .
           

        



3. Copy a File Between Two Remote Servers



        
                        
                
                        Transfer file "example.txt" from remote-server1 to remote-server2
                
                                                
                
                        Copy
                
        

                                        
           scp user@remote-server1:/home/user/example.txt user@remote-server2:/home/user/
           

        



4. Transfer Multiple Files Using Wildcards



        
                        
                
                        Copy all files matching "example*" from local to remote
                
                                                
                
                        Copy
                
        

                                        
           scp example* user@remote-server:/home/user/
           

        



5. Recursively Transfer Directories



        
                        
                
                        Copy entire directory "mydir" from local to remote
                
                                                
                
                        Copy
                
        

                                        
           scp -r mydir user@remote-server:/home/user/
           

        



6. Specify Different Port for SSH



        
                        
                
                        Use port 12345 for SCP command
                
                                                
                
                        Copy
                
        

                                        
           scp -P 12345 example.txt user@remote-server:/home/user/
           

        



7. Use SSH Key for Authentication



        
                        
                
                        Copy file using SSH key authentication
                
                                                
                
                        Copy
                
        

                                        
           scp -i /path/to/private_key example.txt user@remote-server:/home/user/
           

        





Key details

scp encrypts transfers over SSH. Quote remote paths carefully because a colon separates host and path. For resumable or repeated directory transfers, rsync over SSH is often more efficient.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man scp












T1605 - 'rsync' - Bash command



Purpose

The rsync command is used for synchronizing files and directories between local and remote systems. It's highly efficient, only 
transferring the differences in files.

	Synchronize files and directories.

	Minimize bandwidth usage by transferring only changes.

	Maintain file attributes such as permissions, timestamps, and ownership.







Typical Usage Scenarios

rsync is commonly used to:

	Synchronize backups between two servers.

	Mirror directories locally or remotely for redundancy.

	Update files in a live production environment without downtime.






1. Basic File Synchronization



                        
                        
                                                
                                                  Sync a file locally
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync /local/file.txt /destination/path/





2. Directory Synchronization



                        
                        
                                                
                                                  Sync a directory locally
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -av /local/dir/ /destination/path/





3. Remote File Synchronization



                        
                        
                                                
                                                  Sync a file to a remote host
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz /local/file.txt user@remote_host:/destination/path/





4. Directory Mirror (Remote)



                        
                        
                                                
                                                  Sync a directory to a remote host
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --delete /local/dir/ user@remote_host:/destination/path/





5. Update Mode



                        
                        
                                                
                                                  Sync updates to a directory
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --update /local/dir/ /destination/path/





6. Backup Mode



                        
                        
                                                
                                                  Perform a backup
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --backup /local/dir/ /destination/path/





7. Incremental Synchronization



                        
                        
                                                
                                                  Sync incrementally
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --inplace /local/dir/ /destination/path/





8. Synchronization with Compression



                        
                        
                                                
                                                  Sync files with compression
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --compress /local/file.txt user@remote_host:/destination/path/





9. Transfer Specific Files with Wildcards



                        
                        
                                                
                                                  Sync specific files using wildcards
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz /local/*.txt user@remote_host:/destination/path/





10. Dry Run Mode



                        
                        
                                                
                                                  Perform a dry run
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --dry-run /local/dir/ /destination/path/





11. Synchronization with Exclusion



                        
                        
                                                
                                                  Sync files excluding specific directories
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --exclude='logs/' /local/dir/ user@remote_host:/destination/path/





12. Synchronization with Link-Only Option



                        
                        
                                                
                                                  Sync symbolic links as links
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --links /local/dir/ user@remote_host:/destination/path/




13. Synchronization with Recursive Option



                        
                        
                                                
                                                  Sync directories recursively
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --recursive /local/dir/ user@remote_host:/destination/path/





14. Synchronization with Times and Permissions



                        
                        
                                                
                                                  Sync files while maintaining times and permissions
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --times --perms /local/dir/ user@remote_host:/destination/path/





15. Synchronization with Chown Option



                        
                        
                                                
                                                  Sync files while maintaining ownership
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --chown=owner:group /local/dir/ user@remote_host:/destination/path/





16. Synchronization with Compress Option



                        
                        
                                                
                                                  Sync files using compression
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --compress /local/dir/ user@remote_host:/destination/path/





17. Synchronization with Delete Option



                        
                        
                                                
                                                  Sync and delete extraneous files
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --delete /local/dir/ user@remote_host:/destination/path/




18. Synchronization with Update Option



                        
                        
                                                
                                                  Sync updates only
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --update /local/dir/ user@remote_host:/destination/path/





19. Synchronization with Quiet Option



                        
                        
                                                
                                                  Sync quietly
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --quiet /local/dir/ user@remote_host:/destination/path/





20. Synchronization with Detailed Output Option



                        
                        
                                                
                                                  Sync with detailed output
                                                
                                                
                                                
                                                  Copy
                                                
                        

                                        
                        rsync -avz --itemize-changes /local/dir/ user@remote_host:/destination/path/







Key details

A trailing slash on the source changes meaning: src/ copies its contents, while src copies the directory itself. Preview potentially destructive operations with --dry-run, especially with --delete.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man rsync














T1606 - 'curl' - Bash command



Purpose

This document provides a detailed guide on how to use the 'curl' command in bash for various network operations.




Typical Usage Scenarios

Common uses of curl include fetching web pages, downloading files from URLs, and interacting with RESTful APIs.



1. Basic Usage

The basic syntax for using curl is:



Example Command
Copy


curl [options] <URL>




2. Fetching a Web Page

To fetch and display the content of a web page, use:



Example Command
Copy


curl https://example.com




3. Downloading a File

To download a file from the internet, use:



Example Command
Copy


curl -O https://example.com/file.zip




4. POST Request to an API

To send a POST request with data:



Example Command
Copy


curl -X POST https://api.example.com/v1/resource \
  -H "Content-Type: application/json" \
  -d '{"key":"value"}'






Key details

curl writes response data to standard output by default. Use -O for the remote filename, -o file for your own name, -L to follow redirects, and -f to fail on HTTP errors.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man curl













T1607 - 'wget' - Bash command




Purpose

This document provides a detailed explanation and examples for using the wget command in Bash.





Typical Usage Scenarios

wget is commonly used to download files from the web, manage downloads, or mirror entire websites locally.



1. Introduction to wget

wget is a powerful command-line utility that retrieves files using HTTP, HTTPS, and FTP protocols.




Basic usage of wget
Copy


wget http://example.com/sample.txt




2. Downloading Files with wget

The simplest use of wget is to download a file from the internet.




Downloading a single file
Copy


wget http://example.com/sample.pdf




3. Saving Downloaded Files with Different Names

You can specify a different name for the downloaded file using the -O option.




Saving as a custom filename
Copy


wget http://example.com/sample.png -O my_image.png




4. Resuming Interrupted Downloads with wget

wget can resume downloads that were interrupted, using the -c option.




Resuming a download
Copy


wget -c http://example.com/largefile.zip




5. Downloading Multiple Files with wget

Use the -i option to download a list of URLs from a file.




Multifile downloads
Copy


wget -i myurls.txt






Key details

wget saves downloads to files and can recurse, so review recursive options before running them. Use -c to continue a partial download and -O file to select the output name.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man wget












T1608 - 'tmux' - Bash command



Purpose

The tmux command is used to manage terminal multiplexing. It allows you to create multiple virtual terminals within a single 
window, making it useful for managing multiple sessions and processes simultaneously.

	Start a new tmux session.

	Create panes to split the window horizontally or vertically.

	Navigate between different panes and windows.







Note:

To use tmux, it must be installed on your system. You can install tmux using package managers like apt, yum, brew etc.



1. Start a New Tmux Session



        
                        
                Start a new tmux session
                
                                                
                
                        Copy
                
        

                                        
        tmux new -s mysession
        

        



2. Create a New Pane in the Current Window



        
                        
                
                        Split window horizontally (below)
                
                                                
                
                        Copy
                
        

                                        
           tmux split-window -h
           

        




        
                        
                
                        Split window vertically (right)
                
                                                
                
                        Copy
                
        

                                        
           tmux split-window -v
           

        



3. Navigate Between Different Panes and Windows



        
                        
                
                        Switch to the next pane
                
                                                
                
                        Copy
                
        

                                        
           tmux select-pane -t :.+1
           

        




        
                        
                
                        Switch to the previous pane
                
                                                
                
                        Copy
                
        

                                        
           tmux select-pane -t :.-1
           

        




        
                        
                
                        List all windows in the current session
                
                                                
                
                        Copy
                
        

                                        
           tmux list-windows
           

        




        
                        
                
                        Switch to the next window
                
                                                
                
                        Copy
                
        

                                        
           tmux select-window -t +1
           

        



4. Detach and Reattach Tmux Sessions



        
                        
                
                        Detach from the current tmux session — (keyboard)
                
                                                 
                
                        Copy
                
              
        

                                        
           Ctrl+b, d (detach)
           

        




        
                        
                
                        Reattach to a detached tmux session
                
                                                
                
                        Copy
                
        

                                        
           tmux attach -t mysession
           

        





Key details

The default command prefix is Ctrl+B, followed by another key. Sessions continue after detaching; use tmux attach to return. Detaching is different from terminating the programs in the session.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man tmux








T1609 - ss command

Purpose
Inspecting network sockets with practical, safe examples.

1. Introduction
ss is commonly used for inspecting network sockets.

2. Syntax
General form
ss [options] [filter]

3. Show listening TCP sockets

List numeric TCP addresses and ports without DNS lookups.

Show listening TCP socketsCopy
ss -ltn

4. Show listening TCP and UDP sockets

Include UDP sockets.

Show listening TCP and UDP socketsCopy
ss -lntu

5. Show owning processes

Display process details where permissions allow.

Show owning processesCopy
sudo ss -ltnp

6. Filter by port

Show listening TCP sockets whose source port is 22.

Filter by portCopy
ss -ltn "sport = :22"


Key details
ss is the modern Linux replacement for many netstat tasks. A listening socket does not by itself prove that a service is reachable through host or network firewalls.

These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:


Manual pageCopy
man ss




T1610 - dig
Purpose
Query dns servers.
1. Introduction
dig is commonly used to query DNS servers.
2. Syntax
General form
dig [@server] name [type] [options]
3. Query an address
Query an addressCopy
dig example.com

4. Query mail servers
Query mail serversCopy
dig example.com MX

5. Return a concise answer
Return a concise answerCopy
dig +short example.com

6. Use a chosen resolver
Use a chosen resolverCopy
dig @1.1.1.1 example.com

Key details
DNS answers can be cached, split by network location, or affected by search domains. Check the response status and authoritative context; an address response does not prove that an application is reachable.
For complete details, consult the relevant help:

HelpCopy
man dig



T1611 - traceroute
Purpose
Trace the network path toward a host.
1. Introduction
traceroute is commonly used to trace the network path toward a host.
2. Syntax
General form
traceroute [options] host
3. Trace a route
Trace a routeCopy
traceroute example.com

4. Avoid reverse DNS lookups
Avoid reverse DNS lookupsCopy
traceroute -n example.com

5. Use ICMP probes
Use ICMP probesCopy
sudo traceroute -I example.com

Key details
Routers may suppress, rate-limit, or deprioritize replies, so stars do not necessarily mean later hops are unreachable. Paths can be asymmetric and can change between runs. Some systems provide tracepath instead.
For complete details, consult the relevant help:

HelpCopy
man traceroute







T1701 - 'apt'- Bash command



Purpose

The apt (Advanced Package Tool) command is used to manage software packages on Debian-based systems. It can be used for tasks 
such as installing, updating, removing packages, and managing repositories.

	Install packages.

	Update package lists.

	Remove packages.

	Manage repository files.







Note:

To use apt, you need to be logged in as root or using sudo.



1. Install a Package



        
                        
                
                        Install the Apache web server
                
                                                
                
                        Copy
                
        

                                        
        sudo apt install apache2
        

        



2. Update Package Lists



        
                        
                
                        Update the package list and upgrade all packages
                
                                                
                
                        Copy
                
        

                                        
        sudo apt update && sudo apt full-upgrade
        

        



3. Remove a Package



        
                        
                
                        Remove the Apache web server
                
                                                
                
                        Copy
                
        

                                        
        sudo apt remove apache2
        

        



4. Remove a Package and its Configuration Files



        
                        
                
                        Remove the Apache web server including configuration files
                
                                                
                
                        Copy
                
        

                                        
        sudo apt remove --purge apache2
        

        



5. Autoremove Unused Packages



        
                        
                
                        Remove unused packages and their dependencies
                
                                                
                
                        Copy
                
        

                                        
        sudo apt autoremove
        

        



6. Manage Repositories



        
                        
                
                        Add a repository for Docker packages
                
                                                
                
                        Copy
                
        

                                        
        sudo apt-add-repository ppa:project/ppa && sudo apt update
        

        




        
                        
                
                        Remove a repository for Docker packages
                
                                                
                
                        Copy
                
        

                                        
        sudo add-apt-repository --remove ppa:project/ppa && sudo apt update
        

        





Key details

apt update refreshes package metadata; it does not upgrade packages. Review the proposed changes before confirming apt upgrade or apt remove. Scripts generally use the more stable apt-get interface.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man apt









T1702 - 'dpkg' - Bash command















T1702 - 'dpkg' - Bash command



Purpose

The dpkg command is used to install, query, configure, and remove packages on Debian-based systems. It provides low-level tools 
for handling .deb files directly.

	Install a package.

	Query package information.

	Configure packages.

	List installed packages.







Note:

To use dpkg, you may need to be logged in as root or using sudo.



1. Install a Package



        
                        
                
                        Install the Apache web server package
                
                                                
                
                        Copy
                
        

                                        
        sudo dpkg -i apache2_*.deb
        

        



2. Query Package Information



        
                        
                
                        Show detailed information about the Apache package
                
                                                
                
                        Copy
                
        

                                        
        dpkg -s apache2
        

        



3. List Installed Packages



        
                        
                
                        List all installed packages
                
                                                
                
                        Copy
                
        

                                        
        dpkg -l
        

        



4. List Files in a Package



        
                        
                
                        Show files installed by the Apache package
                
                                                
                
                        Copy
                
        

                                        
        dpkg -L apache2
        

        



5. Configure a Package



        
                        
                
                        Finish configuring the Apache package after installation
                
                                                
                
                        Copy
                
        

                                        
        sudo dpkg --configure apache2
        

        



6. Remove a Package



        
                        
                
                        Remove the Apache web server package
                
                                                
                
                        Copy
                
        

                                        
        sudo dpkg -r apache2
        

        



7. Purge a Package (Remove Configuration Files)



        
                        
                
                        Remove the Apache web server package including configuration files
                
                                                
                
                        Copy
                
        

                                        
        sudo dpkg -P apache2
        

        



8. Check for Broken Dependencies



        
                        
                
                        Check if there are broken dependencies in the system
                
                                                
                
                        Copy
                
        

                                        
        sudo dpkg -C
        

        





Key details

dpkg works with local Debian packages but does not automatically fetch dependencies. If installation reports missing dependencies, apt --fix-broken install can ask APT to resolve them.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man dpkg













T1703 - 'dd' - Bash command



Purpose

This tutorial provides a comprehensive guide on how to use the dd command for various tasks such as disk imaging, cloning, and 
file manipulation.



1. Introduction

The dd command is a powerful utility for copying and converting files. It can be used for disk imaging, cloning disks, and 
other low-level file operations.


2. Basic Usage of dd Command


Note:

The dd command syntax is: dd [option] input-file [output-file].





Example: Copying a File to Another Location
Copy


dd if=/path/to/source/file of=/path/to/destination/file




3. Disk Imaging and Cloning with dd



Example: Creating a Disk Image from /dev/sda to an ISO file
Copy


dd if=/dev/sda of=disk_image.iso bs=64K conv=noerror,sync





Warning:

Be cautious when using dd for disk cloning as it can overwrite data without prompting.



4. Advanced Usage of dd Command

dd supports numerous options for advanced file manipulation tasks.




Example: Zeroing Out Partitions for Data Sanitization
Copy


dd if=/dev/zero of=/path/to/partition bs=1M count=1024






Key details

if= is the input and of= is the output; reversing them can destroy data. Verify device names with lsblk, unmount target filesystems when appropriate, and add status=progress for progress on GNU systems.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man dd











T1801 - 'Systemctl' - Bash command



Purpose

The systemctl command is used to control system services and system units. It can be used to start, stop, enable or disable 
services.

	Show running status of a service.

	Start, stop, restart, reload configuration, etc., for a service.

	Enable or disable services at boot time.







Note:

To use systemctl, you need to be logged in as root or using sudo.



1. List All Services (Status)



        
                        
                
                        List all services
                
                                                
                
                        Copy
                
        

                                        
        sudo systemctl list-units --type=service
        

        



2. Show Status of a Service



        
                        
                
                        Display status of the ssh service
                
                                                
                
                        Copy
                
        

                                        
        sudo systemctl status ssh
        

        



3. Start a Service



        
                        
                
                        Start the nginx service
                
                                                
                
                        Copy
                
        

                                        
           sudo systemctl start nginx
           

        



4. Stop a Service



        
                        
                
                        Stop the nginx service
                
                                                
                
                        Copy
                
        

                                        
           sudo systemctl stop nginx
           

        



5. Restart a Service



        
                        
                
                        Restart the ssh service
                
                                                
                
                        Copy
                
        

                                        
           sudo systemctl restart ssh
           

        



6. Reload Configuration of a Service



        
                        
                
                        Reload configuration for the nginx service
                
                                                
                
                        Copy
                
        

                                        
           sudo systemctl reload nginx
           

        



7. Enable or Disable Services at Boot Time



        
                        
                
                        Enable the ssh service to start at boot time
                
                                                
                
                        Copy
                
        

                                        
           sudo systemctl enable ssh
           

        




        
                        
                
                        Disable the nginx service from starting at boot time
                
                                                
                
                        Copy
                
        

                                        
           sudo systemctl disable nginx
           

        





Key details

start affects the current session, while enable configures startup at boot; enable --now does both. System services and per-user services are separate—use --user for the latter.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man systemctl










T1802 - 'journalctl' - Bash command













T1802 - 'journalctl' - Bash command



Purpose

The journalctl command is used to query the system log (Journal) for messages generated by services and daemons. It can be used 
to view logs, filter them based on different criteria, and manage their rotation.

	View all log entries.

	Search for specific keywords or events in the logs.

	Display logs from a particular service or unit.







Note:

To use journalctl, you need to be logged in as root or using sudo.



1. View All Log Entries



        
                        
                
                        Display all log entries
                
                                                
                
                        Copy
                
        

                                        
        sudo journalctl -e
        

        



2. Search for Specific Keywords in Logs



        
                        
                
                        Search for "error" keyword in logs
                
                                                
                
                        Copy
                
        

                                        
           sudo journalctl -k | grep error
           

        



3. Display Logs from a Particular Service or Unit



        
                        
                
                        Show logs for the ssh service
                
                                                
                
                        Copy
                
        

                                        
           sudo journalctl -u ssh.service
           

        



4. View Logs from a Specific Time Range



        
                        
                
                        Show logs for today only
                
                                                
                
                        Copy
                
        

                                        
           sudo journalctl --since "today"
           

        




        
                        
                
                        Show logs from 10:30 to 11:30 on September 25th, 2023
                
                                                
                
                        Copy
                
        

                                        
           sudo journalctl --since "2023-09-25 10:30" --until "2023-09-25 11:30"
           

        



5. Manage Log Rotation and Clear Logs



        
                        
                
                        Rotate logs to keep only the last 7 days of log entries
                
                                                
                
                        Copy
                
        

                                        
           sudo journalctl --rotate --vacuum-time=7d
           

        




        
                        
                
                        Clear all log entries from the system
                
                                                
                
                        Copy
                
        

                                        
           sudo journalctl --vacuum-time=0s
           

        





Key details

The journal can be filtered by unit (-u name.service), boot (-b), priority (-p warning), or time (--since today). Use -f to follow new entries and Ctrl+C to stop.






These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:







Bash Manual Page
Copy


man journalctl








T1901 - tar command

Purpose
Creating and extracting archives with practical, safe examples.

1. Introduction
tar is commonly used for creating and extracting archives.

2. Syntax
General form
tar [options] archive [files...]

3. Create an archive

Create a verbose uncompressed archive.

Create an archiveCopy
tar -cvf project.tar project/

4. Create a gzip-compressed archive

Combine the directory into one compressed archive.

Create a gzip-compressed archiveCopy
tar -czf project.tar.gz project/

5. List an archive

Inspect member paths without extracting.

List an archiveCopy
tar -tf project.tar.gz

6. Extract to a chosen directory

Extract into an existing destination directory.

Extract to a chosen directoryCopy
tar -xzf project.tar.gz -C destination/


Key details
An archive can contain absolute paths, .. components, links, or files that replace existing names. Inspect unfamiliar archives with tar -tf and extract them into a new, non-sensitive directory.

These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:


Manual pageCopy
man tar




T1902 - gzip command

Purpose
Compressing individual files with practical, safe examples.

1. Introduction
gzip is commonly used for compressing individual files.

2. Syntax
General form
gzip [options] file...

3. Compress a file

Replace the input with large.log.gz after successful compression.

Compress a fileCopy
gzip large.log

4. Keep the original

Write the compressed file without removing the input.

Keep the originalCopy
gzip -k large.log

5. Decompress a file

Restore the uncompressed file.

Decompress a fileCopy
gzip -d large.log.gz

6. Write decompressed data to stdout

Read compressed text without creating a decompressed copy.

Write decompressed data to stdoutCopy
gzip -dc archive.gz | less


Key details
gzip compresses each file separately; it does not bundle directories. Use tar with gzip when one archive must contain a directory tree. Recompressing already-compressed media rarely saves useful space.

These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:


Manual pageCopy
man gzip




T1904 - man command

Purpose
Reading manual pages with practical, safe examples.

1. Introduction
man is commonly used for reading manual pages.

2. Syntax
General form
man [section] page

3. Open a manual page

Read the manual for ls in the pager.

Open a manual pageCopy
man ls

4. Search page descriptions

Find manual pages whose names or short descriptions match “archive”.

Search page descriptionsCopy
man -k archive

5. Choose a section

Open section 5, which documents the passwd file format rather than the command.

Choose a sectionCopy
man 5 passwd

6. Show a short command summary

Display matching one-line manual descriptions.

Show a short command summaryCopy
whatis tar


Key details
Inside a manual page, use /word to search, n for the next match, and q to quit. Bash built-ins may be documented more fully by help name; some systems require separate documentation packages for all pages.

These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:


Manual pageCopy
man man




T1905 - crontab
Purpose
Manage recurring cron jobs for a user.
1. Introduction
crontab is commonly used to manage recurring cron jobs for a user.
2. Syntax
General form
crontab [-e|-l|-r] [user]
3. Edit your jobs
Edit your jobsCopy
crontab -e

4. List your jobs
List your jobsCopy
crontab -l

5. Run at 02:30 every day
Run at 02:30 every dayCopy
30 2 * * * /home/alice/bin/backup

Key details
Cron uses a minimal environment and often a different PATH; use absolute paths and redirect output deliberately. The five time fields are minute, hour, day of month, month, and day of week. Test commands outside cron first.
For complete details, consult the relevant help:

HelpCopy
man crontab



T1906 - date
Purpose
Display or format dates and times.
1. Introduction
date is commonly used to display or format dates and times.
2. Syntax
General form
date [options] [+format]
3. Show the current time
Show the current timeCopy
date

4. Use an ISO-like format
Use an ISO-like formatCopy
date "+%Y-%m-%d %H:%M:%S %z"

5. Show UTC
Show UTCCopy
date -u

6. Convert a time on GNU systems
Convert a time on GNU systemsCopy
date -d "next Friday"

Key details
Formatting and date-parsing extensions differ between GNU and BSD systems. Quote formats containing spaces or shell-sensitive percent sequences, and include an offset or timezone when timestamps cross systems.
For complete details, consult the relevant help:

HelpCopy
man date



T2001 - echo
Purpose
Write arguments to standard output.
1. Introduction
echo is commonly used to write arguments to standard output.
2. Syntax
General form
echo [options] [arguments...]
3. Print text
Print textCopy
echo "Hello, world"

4. Print a variable
Print a variableCopy
echo "$HOME"

5. Print without a trailing newline
Print without a trailing newlineCopy
echo -n "Working..."

Key details
echo behavior for options and backslash escapes varies across shells. Use printf when output must be portable, precisely formatted, or begin with a hyphen.
For complete details, consult the relevant help:

HelpCopy
help echo



T2002 - printf
Purpose
Produce precisely formatted output.
1. Introduction
printf is commonly used to produce precisely formatted output.
2. Syntax
General form
printf format [arguments...]
3. Print a line
Print a lineCopy
printf "%s\n" "Hello, world"

4. Format columns
Format columnsCopy
printf "%-12s %6d\n" apples 42

5. Format a number
Format a numberCopy
printf "%.2f\n" 3.14159

Key details
The format string controls interpretation, so supply user data as arguments rather than embedding it in the format. Unlike echo, printf adds no newline unless requested with \n.
For complete details, consult the relevant help:

HelpCopy
help printf



T2003 - read
Purpose
Read input into shell variables.
1. Introduction
read is commonly used to read input into shell variables.
2. Syntax
General form
read [options] [name...]
3. Read one line
Read one lineCopy
read answer

4. Display a prompt
Display a promptCopy
read -r -p "Name: " name

5. Read a secret silently
Read a secret silentlyCopy
read -r -s -p "Password: " password

Key details
Use -r for ordinary text so backslashes are not treated as escapes. Quote variables when using them later. Reading secrets silently only hides terminal display; avoid retaining or logging them.
For complete details, consult the relevant help:

HelpCopy
help read



T2004 - export
Purpose
Mark shell variables for child processes.
1. Introduction
export is commonly used to mark shell variables for child processes.
2. Syntax
General form
export name[=value]...
3. Set and export a variable
Set and export a variableCopy
export EDITOR=nano

4. Export an existing variable
Export an existing variableCopy
export PROJECT_ROOT

5. List exported variables
List exported variablesCopy
export -p

Key details
Exported variables are inherited by future child processes, not by parent shells or already-running processes. They are strings and are not automatically permanent; put intentional settings in the appropriate shell startup file.
For complete details, consult the relevant help:

HelpCopy
help export



T2005 - env
Purpose
Display or modify an environment for one command.
1. Introduction
env is commonly used to display or modify an environment for one command.
2. Syntax
General form
env [options] [name=value...] [command]
3. Show the environment
Show the environmentCopy
env

4. Set a variable for one command
Set a variable for one commandCopy
env MODE=test ./run-tests

5. Run with an empty environment
Run with an empty environmentCopy
env -i PATH=/usr/bin:/bin sh

Key details
env NAME=value command affects that command and its children without changing the current shell. Environment output may contain credentials or tokens, so handle captured output carefully.
For complete details, consult the relevant help:

HelpCopy
man env



T2006 - alias
Purpose
Define or display interactive command shortcuts.
1. Introduction
alias is commonly used to define or display interactive command shortcuts.
2. Syntax
General form
alias [name[=value] ...]
3. Create an alias
Create an aliasCopy
alias ll="ls -lah"

4. Show one alias
Show one aliasCopy
alias ll

5. Remove an alias
Remove an aliasCopy
unalias ll

Key details
Aliases are mainly for interactive shells and expand only at command position. They do not accept positional parameters; use a shell function for argument-aware behavior. Put persistent aliases in the relevant interactive startup file.
For complete details, consult the relevant help:

HelpCopy
help alias



T2007 - source
Purpose
Execute a file in the current shell.
1. Introduction
source is commonly used to execute a file in the current shell.
2. Syntax
General form
source filename [arguments...]
3. Load shell settings
Load shell settingsCopy
source ~/.bashrc

4. Use the portable dot spelling
Use the portable dot spellingCopy
. ./settings.sh

5. Load an environment file
Load an environment fileCopy
source ./project.env

Key details
Because sourcing runs code in the current shell, it can change variables, options, functions, aliases, and the working directory. Inspect and trust a file before sourcing it; a plain data file is not necessarily safe shell code.
For complete details, consult the relevant help:

HelpCopy
help source



T2008 - type
Purpose
Describe how the shell resolves a command name.
1. Introduction
type is commonly used to describe how the shell resolves a command name.
2. Syntax
General form
type [options] name...
3. Identify a name
Identify a nameCopy
type cd

4. Show every resolution
Show every resolutionCopy
type -a python

5. Return only the resolved form
Return only the resolved formCopy
type -P ls

Key details
type can identify aliases, functions, built-ins, keywords, and executable files, making it more complete than many external which implementations.
For complete details, consult the relevant help:

HelpCopy
help type



T2009 - command -v
Purpose
Report how a command name would be resolved.
1. Introduction
command -v is commonly used to report how a command name would be resolved.
2. Syntax
General form
command -v name...
3. Locate one command
Locate one commandCopy
command -v git

4. Test for a command
Test for a commandCopy
command -v curl >/dev/null 2>&1

5. Inspect several names
Inspect several namesCopy
command -v cd printf python

Key details
command -v is suitable for portable availability checks and may print a builtin or alias name rather than a filesystem path. Test its exit status instead of assuming nonempty text is an executable file.
For complete details, consult the relevant help:

HelpCopy
help command



T2010 - jobs
Purpose
List jobs managed by the current shell.
1. Introduction
jobs is commonly used to list jobs managed by the current shell.
2. Syntax
General form
jobs [options] [jobspec...]
3. List current jobs
List current jobsCopy
jobs

4. Include process IDs
Include process IDsCopy
jobs -l

5. Show running jobs
Show running jobsCopy
jobs -r

Key details
Jobs belong to the current interactive shell; another terminal normally has a different job table. Job specifications such as %1 are shell-local and are not operating-system process IDs.
For complete details, consult the relevant help:

HelpCopy
help jobs



T2011 - bg
Purpose
Resume a stopped job in the background.
1. Introduction
bg is commonly used to resume a stopped job in the background.
2. Syntax
General form
bg [jobspec...]
3. Resume the current job
Resume the current jobCopy
bg

4. Resume job 1
Resume job 1Copy
bg %1

5. Start then background a job
Start then background a jobCopy
long-command &

Key details
A background job still shares the terminal and may stop if it tries to read input. Redirect input/output where appropriate. For work that must survive logout, use a service manager or a deliberate session tool such as tmux.
For complete details, consult the relevant help:

HelpCopy
help bg



T2012 - fg
Purpose
Bring a shell job into the foreground.
1. Introduction
fg is commonly used to bring a shell job into the foreground.
2. Syntax
General form
fg [jobspec...]
3. Foreground the current job
Foreground the current jobCopy
fg

4. Foreground job 2
Foreground job 2Copy
fg %2

5. Stop a foreground job temporarily
Stop a foreground job temporarilyCopy
Ctrl+Z

Key details
Foregrounding gives the job terminal control. Ctrl+Z requests a stop; it does not terminate the process. Use jobs to confirm job numbers before choosing one.
For complete details, consult the relevant help:

HelpCopy
help fg



T2013 - history command

Purpose
Reviewing bash command history with practical, safe examples.

1. Introduction
history is commonly used for reviewing bash command history.

2. Syntax
General form
history [n] | history -c | history -d offset

3. Show recent commands

Display the twenty most recent history entries.

Show recent commandsCopy
history 20

4. Search interactively

Press Ctrl+R in Bash and type part of an earlier command; press Enter to run it or arrow keys to edit.

Search interactivelyCopy
Ctrl+R

5. Delete one entry

Remove history entry 125 from the current shell list.

Delete one entryCopy
history -d 125

6. Write current history

Append commands from this session to the history file.

Write current historyCopy
history -a


Key details
History behavior depends on HISTFILE, HISTSIZE, HISTCONTROL, and concurrent shells. Commands can contain secrets; avoid typing credentials directly and remember that deleting one in-memory entry may not remove copies already written elsewhere.

These examples cover the most common uses. For every option and platform-specific detail, consult the manual page:


Manual pageCopy
man history








T1001 - Absolute Beginner's Guide to the Linux Bash Terminal



Purpose

This tutorial introduces the Linux Bash terminal to an absolute beginner. It is intended for a Windows user who is moving to Linux and wants to understand the basic commands without being frightened by the black box.




Rule

Do not try to memorise everything at once. Learn a few commands, use them often, and keep this page nearby as a simple spellbook.



1. What Is The Terminal?

The Linux terminal is a text-based way of talking directly to your computer. Instead of clicking icons, you type short commands and press Enter.


Windows has Command Prompt and PowerShell. Linux has the Bash terminal. Bash is the most common command language used on Linux systems.



Note:

The terminal may look old-fashioned, but it is one of the fastest and most useful tools on a Linux computer.



2. Opening A Terminal

On many Linux desktops you can open a terminal from the main menu. On many systems you can also use this keyboard shortcut.




Shortcut: Open Terminal
Copy


Ctrl + Alt + T




When the terminal opens you will usually see something similar to this.




Example: Terminal Prompt
Copy


david@debian:~$




This is called the prompt. It usually shows your user name, the computer name, and your current location.


3. Where Am I? The pwd Command

The first useful command is pwd. It means Print Working Directory.




Example: Show Current Location
Copy


pwd




Example output:




Output Example
Copy


/home/david




In plain English, this means: show me which folder I am currently standing in.


4. What Is Here? The ls Command

The ls command lists the files and folders in your current location.




Example: List Files And Folders
Copy


ls




Example output:




Output Example
Copy


Documents
Downloads
Pictures
Videos




5. A More Detailed File List

The -l option gives a longer file listing with extra details such as file permissions, owner, size, and date.




Example: Long Listing Format
Copy


ls -l




To show hidden files as well, use -a. Hidden Linux files usually begin with a dot.




Example: Show Hidden Files
Copy


ls -la




6. Moving Around With cd

The cd command means change directory. A directory is the Linux word for a folder.




Example: Move Into Documents
Copy


cd Documents




To move back up one level, use two dots.




Example: Go Up One Level
Copy


cd ..




To return to your home folder from anywhere, type cd by itself.




Example: Return Home
Copy


cd




7. Creating Folders And Files

The mkdir command creates a new folder.




Example: Create A Folder
Copy


mkdir test-folder




The touch command creates an empty file if it does not already exist.




Example: Create An Empty Text File
Copy


touch notes.txt




8. Reading A Text File

The cat command displays the contents of a text file in the terminal.




Example: Display A Text File
Copy


cat notes.txt





Note:

If the file is very long, cat may throw a wall of text at you. Later tutorials cover better tools such as less.



9. Copying, Moving, And Renaming

The cp command copies files.




Example: Copy A File
Copy


cp notes.txt backup.txt




The mv command moves files. It is also used to rename files.




Example: Rename A File
Copy


mv backup.txt old-notes.txt




10. Deleting Files And Folders

The rm command removes files.




Example: Delete A File
Copy


rm old-notes.txt





Warning:

Be careful with rm. Files deleted from the terminal usually do not go to the recycle bin. They are simply gone.



To remove an empty folder, use rmdir.




Example: Delete An Empty Folder
Copy


rmdir test-folder




11. Finding Files

The find command searches for files and folders. It is very powerful, so beginners should start with simple searches.




Example: Find Text Files In Your Home Folder
Copy


find ~ -name "*.txt"




The tilde character ~ means your home folder.


12. Clearing The Screen

If the terminal becomes cluttered, use clear.




Example: Clear The Terminal Screen
Copy


clear




You can also use this keyboard shortcut.




Shortcut: Clear Screen
Copy


Ctrl + L




13. Getting Help

Linux includes built-in manuals. The man command opens the manual page for another command.




Example: Open The Manual For ls
Copy


man ls




Press q to quit a manual page and return to the terminal.




Key: Quit A Manual Page
Copy


q




14. Beginner Command List

These are the basic commands worth learning first.




Beginner Bash Commands
Copy


pwd       show current folder
ls        list files and folders
ls -la    list everything, including hidden files
cd        change folder
mkdir     create folder
touch     create empty file
cat       display text file
cp        copy file
mv        move or rename file
rm        delete file
rmdir     delete empty folder
find      search for files
clear     clear screen
man       open manual page




15. Do Not Be Afraid Of The Terminal

The terminal looks technical because it is direct. That does not mean it is difficult. It means there is less decoration between you and the machine.


You do not have to learn hundreds of commands. Start with a handful. Use them. Forget them. Look them up again. That is normal.



Final Thought

The mouse is convenient. The terminal is powerful. A good Linux user learns to use both.












The Antidote to RTFM
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# README .txt

ABOUT THIS TUTORIAL

MFTR: Bash Commands is a practical, example-driven guide to the Linux
Bash shell. It is written for curious humans who want to understand
what they are doing, not just what to type.

Each topic page explains a command, shows real examples, and gives
you something useful to try.

You are encouraged to experiment, explore, break things,
and learn from the results.

curious-human

Welcome to MFTR

IMPORTANT WARNING

This tutorial was developed to be read in

ATRIL

so that code examples can be selected, copied and pasted accurately.

If you are using any other reader,

GOOD LUCK. &

Take breaks. Drink water. Save your work.
And remember: the shell is powerful, but so are you.

A FEW NOTES —
. Examples are tested on Debian Linux.

i “The best way
[ Commands may behave slightly differently on other systems. | 1o predict the output
*a*  This is a tutorial, not a reference manual. i isto understand
é It teaches by doing. i the input.”

Happy hacking. & Stay curious.
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bash@mftr:~$

B

Real commands.

Real examples.
Real simple.

B | O | ©

COPY & PASTE BEGINNER PRACTICAL
EXAMPLES FRIENDLY DAILY USE

> Knowledge is Power. Practice is Freedom.





